-

nd@hE3e.80V.pk Ph. No. 9260944




Main Topics

—About-lnternet

Current Scenario in Pakistan

New Face of Internet

Threat Perceptions

Functional Challenges

Legal Challenges

Technical Challenges

About NR3C

Need for Global Co-operation.

Few suggestions



About Internet

Fastest growing phenomena encompassing every walk

of Tite.
More than 143 million people were estimated to be

Internet users in mid 2000, and by the end of 2006
many expect to see more than 3.5 billion Internet users.

Survey report of University of California Barkely :
Last two years vs the human history.
70% information isdigital.
750 Billion pages on web.

New threats and vulnerabilities.
Dark side of internet.
Lot of unknowns.



Ignorance isblessing ..... specially true for Government
organizations.

tingconfustons - poffcing -t -

cases, nothing is defined.

Unemployment of highly skilled young professionals...
potential for Cyber Crimes.

Mashroom growth of Cyber Cafes specially in remote
areas ... an unchecked trend of Vol P.

No concept of BCP even in most sensitive and critically
essential  public service organizations .... Super
powerless.

Alarming increase in Cyber Crime cases specially
against financial institutions and sensitive information
resources.



Current Scenario in Pakistan

a) —angible indicatorsof Fast Economicgrowth--

Stock market trends.

Increased interest of multinational companies.
Lowering down of Banks interest rates.
Increasing confidence of foreign investors.
Increasing remittance.

b) New Trends:
New ways to do business.

New technologies ... Faster then the speeding
bullets.

New dependencies.
New threats and vulnerabilities.



Telecom Sector | n Pakistan

Telecom Sector sharein GDP was 1.9% in financial year 2005

GST/CED caollection from telecom sector is Rs. 26.8 billion in 2005-2006

Total Fixed line subscriber 5.2 million
Total Wireless Local Loop Subscriber 1.3 million
Total Mobile phone subscriber 41.5 million

Substantial growth in Cellular Mobile Density

2000-01 2.80
2001-02 3.66
2002-03 4.31
2003-04 6.25
2004-05 11.89
2005-06 31.00




C) Threat Scenario:

International efforts to defame Pakistan using PK-
based domains.

DoS attacks on Government websites.

Cyber Crimes ae on an Increase Wwith
corresponding expansion of internet, the fastest
growing phenomena in the world.

Targets ranges from a common internet home user,
multinational companies, banks and even the vital
government information resources.

Banks frauds and credit card frauds would decrease
the Investor's interest in Pakistan ... Antl E-
commerce environment.




Use of hi-tech in white collar crimes and public

—  SCAmsS.

Now good governance is linked with application
of technology specially in law enforcement
organization.

Now Internet is a paralel economy, any
vulnerability on internet would badly effect our
€conomic progress.






L evels Of Security | ssues

ACRO

Ownership of Infrastructure
Flag owned by VSNL India (10GB/Sec)

SMW-3 (40 GB/Sec) and SMW-4 (1024 GB/Sec) Main Consortium
|eaders are Reliance, Bharti’s and VSNL India

Pakistan is transparent to outside world
Calls to/from Pakistan
Information on E-mails
All type of data information

Hacking of sensitive database (Economy Destabilization)
Stock Exchange Database
Airline Databases



ker’'s go after the low hanaing fruit

iJ'_.i-'
9

Corporate Investments i e o e
funds availability. increase produdctivity, and

improve decision-making
Hackme's Corporare & Insututional Banking Group

provides financial solutions (0 Support the growth of Credit solutions to achieve capitalization goals
a varierny of domesiic and multinaronal corporations,
as well as institurional and public secior clients. Investment solutions to gain the greatest

return on excess balances
International sarvicas to expand global reach

Insurance & Benefits Management services to

protect vour company and employeas

. Wealcome customer, last access at 09:04 am, Admin, n,

Iinwesstor Rslatione | Preas o Carsers | Company s Contact Us | Lagal | Pri




veryoneisatarget —if they’d hack Unicef they'd
ck anyonel

January 1998



New Face of I nternet

Vehicle for progress

From Globalization to localization.... Futureis
personalization

Encompassed almost every walk of life
Fastest media of communication of today

Being used extensively for spreading new concepts
and ideologies

Googlelt ....... A new buz word
Internet ... every where




New Face of | nternet

Secure Internet Is no more a technology issue it
has now become a proven vehicle of Good
Governance

From Database of Knowledge to Database of
| ntentions

Knowledge of ICT for development (KICT4D)
| nternet2
Web2 @
Secure Wireless Networks are in high demand

|PV6
Localization




Threat Perceptions

From Internet to Undernet

From Cyber Crimesto Cyber Terrorism
Threat from in-side is still on an increase
Social engineering ...... era of unknowns

Deployment of defense Systems without any
security policy

No penalty for not reporting the losses

New International Security Standards fix
responsibility on senior management




Functional Challenges

PKI
No dispute resolution Mechanism exist

No Escrew Service

Presence at International Fora to combat Cyber
Crimes

Conformity with International Standards like
SOX, 1SO, BSetc

Need for Business Continuity Planning
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L egal Challenges

Cyber Laws
Professional understanding with |SPs

Privacy Issues

Crossporder jurisdiction issues
Dispute resolution Mechanism
Awareness of a common man

Collection and presentation of evidence in the
court of law

Required knowledge with judiciary and lawyers



Technical Challenges

Acute shortage of Information  Security
professional specially in Government organization

No Information security policy
Breaches are not being reported

Information outflow to un-authorized channels
without any due care

In most of the organizations, there is no concept of
Security Audit



About NR3C



About National Response Centre of Cyber
Crimes(NR3C)

a Reporting Centre for all types of cyber crimes iIn
the country. Maintain a type wise log of all cyber crimes in
the Country.

b. Liaison with al nationa and international
organizations to handle the Issue of cross border
jurisdiction for efficiently handling the cases against the
Cyber Criminals.

C. Provide necessary technical support to al sensitive
government organizations to make their web based resources
and computer networks secure.



Carry out regular R & D act|V|t|es to make the

remain profess onaIIy updated to combat cyber crimes
using State-of—the—art technologies. Cooperation and
assistance may be obtained from friendly countries in
this regard.

Provide timely information to critical infrastructure
owners and government departments about threats,
actual attacks and recovery techniques.

Build local capability in incident handling and
security intelligence.

Monitor global security issues and gather IT security
Intelligence.



Work Flow of Cyber Crimes Response Center




Need for Global Co-operation.

Regional and Global conflicts and back of trust
between countries is an obstacle to evolve a mutual
understanding based on technology and logical
solutions to combat organized crimes.

Traditional Channels of Communications between
Governments need to be made pro-active to discourage
the designs of highly committed, qualified and
technologically expert Criminals (They normally work
Eighteen hours a day).

Information about Audit traills of Terrorist financing
using Internet channels like paypal etc may be shared
under well defined formats and channels.



Need for Global Co-operation.

Immediate assistance in areas like free mails servers
and phishing attacks.

National, Regional and Global aert centers to provide
relevant information to concerned  quarters
Immediately.

Tracing and the sharing foot prints of Digital evidence.



Few Suggestions

24/7 direct contacts on specific issues.
|mmediate information to right organization.

Need to adopt pro-active approach
Quickly learn from International Standards

Organize International level conferences on focused
topics like PKI, computer forensic and security on
wireless etc

New channels of information flows based on
technologies may be established between relevant
organizations of different countries.



Few Suggestions

Best practices and success stories to control technology
based crimes be exchanged immediately.

Immediately devise:-
“National Information Security Framework”

And all public and private sector organizations may be
made responsible to follow it.

International laws under UNO be implemented to combat
technology based terrorism.

Cyber laws as soon as possible.






