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I o \Worst Security Threats
 Sharing Knowledge
« What makes FOSS secure?
 Development Security
o Platform Security
 Secure by Design & Secure by Default
e FOSS Community

o
2C
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I < | am neither an expert in the
nformation Security domain nor do |
nave the relevant experience but |1 do
nave knowledge about security and
that Is what really matters.

— “Critical Thinking”
— Knowledge Management (Implicit + EXxplicit)

o
2C
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I « What are the worst information security
threats today?

— People?
— Technology?
— Internet?

— Something else.......?
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I « What about Knowledge?

I — Positive or Constructive Perceptions
— Negative or Destructive Perceptions
— Neutrality

CHASE-2006 | Conference On Hacking And Security Friday, December 22, 2006, Lahore. www.fossfp.org

Linux is a registered trademark of Linus Torvalds



i 8]
i ]
& %
3 * *
$ )
rid -]

FOSSFP

~
O,
ation ot PO

I I # $%

o
2C

e Lacking an understanding of the
operating environment thus cannot
prevent security threats
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 Has the best tools in place but no
knowledge of detection and prevention
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e Considers Closed Source Software to
be more secure then Open Source
Software
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 Consider they have absolute
prevention in place?
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I e The Free and Open Source Software
Community has the largest wealth of
Information and knowledge on Security
related issues and shares it through the
Internet/World Wide Web globally.

 Updated round the clock and in some cases
by various concerned Governments and
Defense institutions worldwide.
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— Freely available for inspection by security
professionals and enthusiasts throughout the world
thus distributors ensure that any security
vulnerabillities will be rapidly found and corrected

— Freely distributed to the community, distributors
subject their services to the harsh realities of the IT
World and receive constant feedback from thousands
of users around the world in every imaginable
academic, home, government and business setting.

— Resultant is secure and home-office-enterprise ready
FOSS platforms.
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 Even a million tools cannot keep your data,
software and hardware secure

* Information Security problems cannot be
solved, they must be managed

e To manage Security problems, you must
have a dedicated manager the right man for
the job
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:  Prevention
e Detection
 Response

*  Schneier, B. Secrets and Lies: Digital Security in a Networked World. 1 edition. John Wiley &

Sons.ISBN:0471253111. August 14, 2000. http://www.amazon.com/Secrets-Lies-Digital-Security-
Networked/dp/0471253111
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| < Knowledge and Management

— Secure Design, Development and
Administration Processes

— The relationship between security and
knowledge is what makes FOSS secure.

— A community continuously endeavoring to
keep FOSS as secure as possible
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| « |s FOSS Development and Closed
Development Security two different
areas?
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I « Secure design
e Source code auditing
 Quality developers
 Design process

 All of the above play into the security of
a project, and none of these are directly
related to a project being open or
closed source
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| « FOSS follows various fundamental
| rules of good security practice,
knowledge and practice

 Should be Secure by Default —
Unix/OpenBSD

 Should be Secure by Design - Linux
Kernel
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I « The OpenBSD concept of shipping an
I operating system “Secure by Default”!

— OpenBSD is designed to be secure from the
minute you finished installing.

— Why, because all source code is audited.
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I  Linux Kernel and Distributions |

— The Kernel is the most secure piece of
software in GNU/Linux and what isn’'t secure
IS of course not really a Linux problem.

— Distributions have threats because
distributors that build them sometimes
configure them to have most services running
and do not set them up with security in mind.
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I  SELInuUx - Enabling Security on Linux

— Developed by NSA and several vendors including
Red Hat, Tresys, IBM, HP, and by individual FOSS
developers.

« Engarde Secure Linux -
— For secure Internet Services

e AppArmour -

— Application level security proprietary source product
for SUSE Linux by Novell — Prevents exploitations
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I * Created by National Security Agency NSA

 Implements mandatory access control using
_inux Security Modules (LSM) in the Linux
Kernel, based on the principle of least
orivilege.

 Not a Linux distribution, a set of
modifications that can be applied to Unix-like
operating systems, such as Linux and BSD.
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| — Shows mandatory access controls that can
confine the actions of any process, including a
super-user process, can be added into Linux.

— Requires a system-wide "policy" configuration
that describes what kinds of controls to
enforce.

— A large example policy Is provided with NSA®
SELinux releases to provide a starting point.
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— Clean separation of policy from enforcement & well-
I defined policy interfaces. Independent of specific policies, I
policy languages, specific security label formats and

contents

— Individual labels and controls for kernel objects and
services

— Separate measures for protecting system integrity
(domain-type) and data confidentiality

— Very flexible policy controls over process initialization,
Inheritance, program execution, file systems, sockets,
messages, network interfaces, over use of "capabilities"
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1 Distributions carrying SELInux userspace
patches, labeling the files and necessary
nolicy changes:

— Red Hat/Fedora

— Debian

— Gentoo

— SUSE

— Slackware

— Ubuntu

* http://selinux.sourceforge.net/
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| . Both Red Hat and SuSE provide a SE-

| Linux support in their modified kernel
versions that is customized to work
with their particular distros.

 This involves adding customized code
that provides performance, stability
and sometimes security enhancements
to the vanilla kernel.
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| « Highly-secure OS built on SELinux policies

| Incorporating security at all levels and
Includes tools like Postfix, BIND, and the
LAMP stack.

o Offers simplified and secure remote
management through a custom browser-
based system of administration, the
Guardian Digital WebTool.
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| « Builds on kernel-level security policies and

| Incorporates a wide range of proven security
tools like host and network intrusion
detection.

e Delivers security for any Internet service,
from Web and mail services to FTP and
proxy services. Provides free access to
updates and security notices through the
Guardian Digital Secure Network.
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|l « For both Open and Closed Source

| Software Systems, some risks are
different, but as long as you're aware of
them, you can manage them.

 The first and foremost defense against
security threats will be first
knowledgeable and then qualified
developers and security professionals.
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I .« The problem for FOSS in Pakistan: |

I — Lack of not “expert” but knowledgeable
FOSS Developers and Administrators.

—This may lead to plenty of unsecured data
and Linux machines both on the net and
offline.

—We need knowledgeable people, thus....
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I . I
| ° Join us at FOSS Meet-ups |
— A fortnightly meeting/gathering of members of

the Pakistani FOSS Movement and
professionals from the IT Industry to discuss

and share FOSS/Linux Knowledge.

— These meetings are known as FOSS & Linux
Club Meetings.

e http:/[tech.groups.yahoo.com/group/foss_meetups
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— Civil Soclety Security Initiative

— Maintain a mailing list and repository of
knowledge on Prevention, Detection and
Response *(PDR)

— Discussions during FOSS Meet-ups
— Online Meet-ups on Freenode IRC?

— Suggestions
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1 * NSA SELinux:
— http://lwww.nsa.gov/selinux/index.cfm

« SELinux for Distributions
— http://selinux.sourceforge.net
« EnGarde Secure Linux
— http://www.engardelinux.org

e AppArmour
— http://www.novell.com
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Thank You!
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