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Introduction.

* A defense system.

— Ability to provide a view of unusual activity
and issue alerts notifying administrators.

— According to Amoroso [1], intrusion detection
IS ,a process of identifying and responding to
malicious activity targeted at computing and
networking resources”
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What is not an IDS?

* Network Logging systems.

* Vulnerability assessment tools.
 Anti-virus products.

* Firewalls.
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Need for Intrusion Detection

Systems.

* No bug free softwares.

» Cryptographic methods.

* Internal user abusing system.

» Reactive rather than pro-active agent
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IDS statistics

* Over 90% running IDS detected breaches
over prev year last 12 months.

* Only 0.1% companies spend budget on
IDS.

» Mostly misunderstood, thought of as a
firewall.

12/26/2006



Origin

 Electronic Data Processing (EDP) auditing.
— Construct events.
— Assess damage.
— Deter improper use.

« Anderson published paper
— Risk taxonomy.
— Audit reduction.
— Base lined.
— Pertinent details.
— Profiling.

12/26/2006 6



IDS Trend
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Basic definitions

o Attack
* Incident
* Intrusion

« Security
— CIA

 Threat
 Signature
* Detection rules
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Classification of Intrusions

» Attempted break-ins
* Denial of service

» Malicious use

» Leakage

» Masquerade
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IDS decomposition Tree
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Intrusion Detection Systems

Classifications

* [nformation Sources
— Target
— Hosts
— Network
— Application

* Architecture

— Host-based

Monitor activities on host

Host-based IDS use an agent-console model -- Agent based.
Data collection occurs per-host basis.

Attacker who compromise a host can also attack and disable host-
based IDS.
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Intrusion Detection Systems

Classifications (Cont...)

— Network-based
* Monitor entire network
» Passive devices
« Secure against attack undetectable
 Large network traffic overlooked.
- Can't analyze encrypted data.
« Requires manual involvement.

— Network-node

* Type of analysis
— Misuse
— Anomaly
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Intrusion Detection Systems

Classifications (Cont...)
* Timing
— Real time

- Updat fil
— Given Interval : P
Compromlsed
state
Audit Data System
/ profile

Statistically deviant?
Generate profile dynamically

Update existing rule Anomaly based technique

Rule match?
) Compromised
System

state
Audit Data .

Timing information :
Behaviour

Misuse based technique
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Intrusion detection system tasks
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IDS Architecture
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IDS structure

* Centralized

Distributed
— Agent based
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Intrusion detection system employing autonomous agents
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Conclusion.
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